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In the spring of 2020, we 
experienced years of social 
behavior change in the span of 30 
days as the business community 
quickly adopted technology to 
work remotely. 

The World 
Changed in 
2020

The rapid transition to remote work was difficult for most businesses. This 
was reflected in Xerox’ Future of Work Survey, with only 28% saying they 
were fully prepared and 29% citing technology as their biggest pain point. 
Respondents cited remote IT support (35%), inadequate workflow solutions 
(27%), lack of communications and collaboration tools (22%), and lack of 
cloud-based solutions (10%) as their top technology challenges.¹

IBM surveyed 380 chief information officers (CIOs) and chief technology 
officers (CTOs) at mid-sized and large corporations and found that 40% 
of respondents felt their teams lacked the right skills to “fully meet their 
IT ambitions”, with over three-quarters saying they would have to rely on 
managed services from infrastructure partners to fill this gap. More than 
60% of technology leaders surveyed say they expect the increased demand 
for cloud infrastructure to be permanent. Respondents also identified 
professional skills development and security upgrades as key IT priorities.²

35%
Top challenge is 

remote IT support.

27%
Inadequate workflow 

solutions.

22%
Lack of 

communication & 
collaboration tools.

40%
Lack skills to  

“fully meet their IT 
ambitions”.

60%
Demand for cloud 

infrastructure will be 
permanent.

We all adapted. If you are reading this, you survived. 
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With widespread vaccine availability in the US, people are returning to work 
in-person. Before the pandemic, only 7% of employees reported having 
access to a flexible work schedule or the option to telework, according to the 
Pew Research Center.³ Today, 74% of professionals expect remote work to 
become standard.4

The human factor for returning to the office is the big “question mark”. With 
varying comfort levels, lingering childcare issues, and new virus strains 
emerging, most businesses aren’t sure who’s going to want to come back to 
work in-person or how often. A recent survey showed that 1 in 3 people would 
look for a new job if they were required to be back in the office full time, so 
companies need to keep this in mind as they develop go-forward plans.5 

In addition to the team member who had traditionally been in the office, 
many companies hired full time remote employees for the first time during 
the pandemic. Unless your business requires all personnel to be physically 
present, you can expect employees to be working in and moving between a 
variety of locations–office, home, and travel–going forward. So, how do you 
set your business up to be successful? 

Optimizing 
the Hybrid 
Workplace

of professionals expect remote 
work to become standard 

procedure.

74%

of pre-pandemic employees 
didn't have access to a 

flexible work schedule or the 
option to telework.

93%

people would look for a new job 
if they were required to be back 

in the office full time.

1:3

A Moving Target
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Top 3 considerations for hybrid work:

1 Quality of experience in a hybrid environment

2 IT resources to support the go-forward strategy

3 Securing the new perimeter 

Now What?

There is no “one size fits all” approach. Every organization needs to make a thoughtful business decision and 
align solutions to their individual mix of onsite and remote employees. The hybrid model comes with unique 
challenges as we endeavor to make the experience accessible for everyone. People and infrastructure may have 
changed and distributed support comes with a new set of challenges. So where should you focus? 

How do you ensure workers have the tools required 
to do their jobs: connectivity, devices, applications, 
data, collaboration, management, and support?
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Who are your people?

How many user types do you have? Do they only use SaaS 
applications? Do they need access to legacy applications? Do you 
have any power users (engineers/developers)?

Where do they physically work today and where do you expect them 
to work going forward?

Does your company work on corporately supplied devices or utilize a 
“Bring Your Own Device” (BYOD) model?

If at home, do they have residential bandwidth challenges that need 
to be addressed with 4G/5G backup or SD-WAN?

How do you make the transition from remote work to in-office work as 
hassle free as possible? Duplicate docking stations, mice, keyboards, 
and charging cables in office and at home.

Can your agents work from anywhere? Ensure they can access key 
applications and critical integrations and that you are providing your 
clients with an omni-channel experience.

Ask yourself the following questions to start:

02

01

04

03

06

05

08

Historically, organizations would acquire services to support their physical offices with the expectation 
that all employees would work solely from that location. Today, the office is one of several locations where 
organizations conduct their business. For many, the footprint and layout of the employee workspace will 
change. As staff members work remotely, it is important to identify your key user personas and optimize 
the services and experience to meet their requirements. The first step in addressing this is to define 
your user identities and needs. 

Quality of  
Experience

CONSIDERATION 01
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Are you confident you have the best technology in 
place to support staff working in the office as well 
as those working remotely and is it equitable? 
Will in-office users log in the same way as remote 
users? Do they have the same interfaces and do 
their personal settings follow them? There are 
multiple ways to accomplish this: cloud desktop 
or desktop as a service (DaaS); workspaces or 
portals; and Single Sign On (SSO). These tools  
are equipped with inherent disaster recovery/
business continuity and security components. 

There isn’t necessarily a single solution for an 
organization. It is critical to align the right solution 
with the right user type. An organization can mix 
and match solutions to ensure that each user 
has the right tool to facilitate the highest level 
of productivity. To the right are some sample 
personas that we frequently see.

Custom  
Personas

A consistent user experience (UX) 
increases overall user satisfaction 

& relieves the service desk from 
excessive help calls.  

SaaS Users
Single sign-on and multifactor access to office 365 and all other 
web- based applications like Salesforce, Concur, and Marketo. 
Ideal for knowledge workers and mobile road warriors who are 
fine working in all SaaS apps and don’t need anything fancy.

Happy Employees & 
Happy IT

SaaS + Virtualized Application Users
Includes everything above plus access to one-off applications.  
This model works for users who primarily work in SaaS but need 
access to line of business applications in a data center (i.e. 
Great Plains, SAP, Dynamics, and Epic). Ideal for finance, ERP 
managers, & healthcare workers.

Cloud Desktop Users
Includes everything above. Ideal for users leveraging some SaaS 
but with a significant amount of line of business apps running in 
a data center or complex compliance and reporting requirements 
(i.e. eDiscovery, terminal processing). 
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Take inventory of conference rooms to see if they can 
accommodate these new demands and if there is budget 
to retrofit. If you don't have budget or additional cameras 
in the room, understand that workarounds will  require 
more bandwidth or wireless access point availability to 
support the increased devices online. 

Keeping track of in-person versus remote meeting 
attendees is inflicting endless headaches on meeting 
planners and administrative assistants as it makes tasks 
like identifying catering headcounts for hybrid events 
painful. We’ve found the following tips prove to be the 
most successful methods for mitigating this issue: 1) 
Send duplicate invites, one for remote attendees and one 
for in-person attendees or 2) have in-person attendees 
RSVP “Accept” and remote attendees RSVP “Tentative” 
to the meeting calendar invitation. 

Publish a set of corporate standards for hybrid meetings 
and train your staff on the new procedures to enable 
maximum productivity. Policies should offer support 
for a variety of meeting types. Instruct staff to include a 
weblink in every meeting invite and to conduct meetings 
with video cameras turned on when possible. 

For larger meetings, schedule 10-15 minutes for 
technology testing prior to the meeting to ensure that 
nothing kills meeting momentum. Leverage this time 
for in person attendees to meet and greet so that 
remote attendees can enter a productive meeting at the 
designated start time. 

Review planned meeting activities to ensure remote 
participants can engage appropriately. Consider what 
tools and techniques can be used to maximize remote 
participant  interaction with the in-room attendees. For 
example, if you need to poll the meeting attendees, 
consider a phone-based survey tool like Poll Everywhere 
to capture real time responses. This puts remote 
participants on equal footing, versus a “show-of-hands” 
or relying on verbal feedback. Additionally, use an online 
whiteboard or focus a remote camera on a flip chart to 
capture meeting notes so everyone can see what’s being 
written as it happens. Lastly, if there is an activity where 
attendees will write on a wall chart, use a webcam to 
allow remote participants to read their peers’ responses 
before placing their own, just like if they were physically 
present.7

Leveling the Playing Field

Meetings

A recent McKinsey survey suggests that 90% of organizations will adopt some combination of remote 
and on-site work as they return to the office, but 95% of conference rooms are enabled with minimal 
technology.6  How can we ensure the experience is as collaborative in the office as it is at home? 
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Meeting Examples

Ensure the room is equipped with enough high-quality 
microphones so remote participants can hear.

If the room isn’t equipped with technology that enables 
everyone to feel like they are in the same room, leverage 
a camera that tracks to focus on whomever is speaking. 

All attendees, both onsite and remote, should log into their 
own devices. This provides equal access to chat, visibility 
of facial expressions, etc. This also requires bandwidth and 
increases the load on wireless access points, so plan to 
accommodate.

To capture meeting notes, use an online whiteboard or 
collaborate on a shared document so everyone can see 
what’s being written in real time.

Ensure the room is equipped with enough high-quality 
microphones so remote participants can hear. If multiple 
microphones aren’t a viable option, supplement audio input by 
having in-person attendees pass around a hand-held device  
with a microphone before speaking.

If the room isn’t equipped with technology that enables  
everyone to feel like they are in the same room, mount  
webcams to face in-room attendees and presenters.  

Minimize chat for onsite participants and designate an in-
room cohost to pose live chat questions in real time.  

Strategy Session

Board Meeting

All-Hands Meeting
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Choosing a Permanent 
Collaboration Tool
5 years ago, there were only a handful of platforms 
that allowed you to communicate both internally and 
externally. The market has evolved, and the pandemic 
forced rapid change. Zoom gained market share early on 
with their freemium product and ease of use. Similarly, 
Microsoft gave Teams away with their software licenses. 
Both companies' pre-pandemic positioning combined 
with timely marketing efforts, drove their use cases to 
the masses in the wake of COVID-19. 

As we move forward, unified communications is blurring 
the lines between your phone system, your conferencing 
platform, and even your contact center. Identifying 
where your users already spend the bulk of their time 
can minimize disruption as you roll out a permenant 
solution, but each platform has pros and cons. It is 
time to determine where you want to take your unified 
communications strategy and solidify what functionality 
is most critical to your organizations' future success.
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Integrating your collaboration platform to fully exploit your enterprise software investments is key to ensure 
that you gain efficiencies and ROI from your largest investments. SaaS companies are increasingly developing 
and publishing apps to extend their workflow into unified collaboration environments like Teams and Zoom. 
This enables improvements to user experience, customer experience, and collaboration that further justify the 
technology decision. UCaaS provides a great opportunity to create seamless customer journeys and facilitate 
better coworker communication. There are massive efficiencies to be gained by aligning the platform with 
business applications for ERP, CRM, helpdesk, and digital workflow management and bringing them together 
with native integrations.

Leverage Enterprise 
Software Investments

ENTERPRISE 
SOFTWARE

IAAS 
(Infrastructure 
as a Service)

HOW WE 
CONNECT

WHERE WE 
WORK
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Before the pandemic, an average 
6% of customer service agents 

worked from home. Today, 77% of 
service organizations are either 

adopting or accelerating their 
work-from-home programs and 

80% of companies now plan to 
close their physical customer 

service centers entirely. To keep up, 
many contact center leaders are 

increasing investments to support 
employee & management needs, 

such as collaboration and teaming 
tools, remote training resources, 

dual monitors for agents, and 
cloud-based telephony.8
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Work Smarter, 
Not Harder

Real Time Transcription, Artificial Intelligence (AI), 
and Business Intelligence (BI) are changing the game 
for many, and tools are being rolled out so quickly 
that it can be hard to keep track of what is available 
from whom. Real time transcription services free 
up time by allowing  agents to focus  on the client 
experience instead of taking notes. Automating also 
provides better data integrity, since few agents can 
type fast enough to capture an entire conversation. 

We are also seeing AI and conversational AI increase 
efficiency and improve client experience by handling 
simple requests like balance look ups or frequently 
asked questions. This allows clients to self serve 
more quickly and providing bandwidth for agents to 
focus on the client interactions where their expertise 
is required. AI tools can offer up responses to assist 
the conversation, provide insight on monolog, and 
can automatically screen pop based on what is being 
said – either suggesting a possible resolution or a 
product or service that might be of interest. These 
tools also extend value after the interaction as 
they offer the ability to search the entire history for 
mentions and topic sentiment. This improves life-
cycle management, as all interactions are being 
captured through integrations, offering continuity 
of knowledge. There are many departments that 
interact with clients including marketing, account 
executives, client support, and accounts payable 
(AP). The more you can link all those interactions 
together and provide visibility, the better your clients’ 
experiences will be.

BI is a hot topic. Conversations used to focus on 
who could provide the most data, but now the focus 
is on who is doing the most with it. Taking the data 
from across all interactions with the business, under-
standing trends, and feeding meaningful information 
back to the business in meaningful ways can help 
improve process, get ahead of common issues, and 
enhance target sales efforts.   

The ability to provide tools that maximize the 
experience for remote and onsite participants is 
another important consideration when choosing 
your collaboration platform. As you evaluate, ensure 
you are looking at integrations with cameras, lighting, 
audio equipment and additional A/V components to 
strengthen the virtual meeting experience.
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Enabling in-office productivity. Enabling remote productivity.

Wide Area Network (WAN) 
Since server access is no longer solely determined by 
building access, you must also consider WAN comp-
onents. Reassess in-office bandwidth for changed 
workforce and remote user access.  Depending 
on your anticipated onsite headcount, you may 
require additional bandwidth or updated service-
level agreements (SLA) to support high-quality video 
for additional staff. Dedicated internet bandwidth 
offers better SLAs and support than broadband. And 
depending on the nature of applications in use and 
your uptime and performance requirements, you might 
want to explore SD-WAN to protect the user experience.

Wireless Access Point (WAP) 
WAPs are more important than ever. Many coworkers 
are returning to work in-person, but they may not 
all be comfortable with the way the office spacing 
was historically set up.  To support new workspace 
configurations and allow for social distancing, you may 
want to avoid the limitations of preexisting cabling and 
allow WAPs to carry more of the load. You’ll also want 
to consider physical phone requirements, since most 
desktop models don’t have built in wireless. 

Network Segmentation
Security should be top of mind as employees return 
to and move between work environments. Carving 
your network into different areas and ensuring that 
your most critical components are protected by 
least privilege is an easy first step. Examples include 
segmenting LAN from guest access or VLANs with 
access rules for security.

Cloud
The pandemic served as a wakeup call for many 
organizations as they became aware of the futility of 
keeping anything on-premises. Software as a Service 
(SaaS) is ideal for many applications. Home grown 
or custom applications and design applications that 
require graphics processing units (GPU) are being 
moved to third party data centers as companies rethink 
their corporate real estate footprint. Offsite back up 
and recovery is of paramount importance  to protect 
your operations as ransomware attacks continue to 
escalate. With so much critical information moving 
to SaaS, it is worth considering cloud access security 
brokers  (CASB) and data loss prevention software 
(DLP) to ensure your data is secure.

Policies & Procedures
The first step here is to clearly define your policies 
& procedures. This could range anywhere from “you 
have to come into the office if you have bandwidth 
issues at home” to dispatching technicians to fix 
home Wi-Fi networks. Once you document the level 
of support required, you can align IT support with 
organizational priorities and determine the financial 
implications.  

Personnel
IT support for nonstandard environments is a 
challenge, particularly when organizations deliver a 
high level of remote employee support. Many clients 
are evaluating options for an MSP replacement 
or augmentation to provide  additional support for 
overtaxed IT resources.

The paradigm has shifted. Do you have the resources to support remote, in-office, and hybrid staff? Supporting remote work 
has been a challenge for many organizations as they wrestle with nonstandard environments, un-protected devices, contention 
with personal use and home bandwidth issues. Now is also the time to identify opportunities to optimize your in-office 
environment because employees that are less productive in the office will be less likely to stay there.

IT Resources
CONSIDERATION 02
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The proliferation of IoT devices 
increases risk even further. In 
June 2021,  McAfee discovered a 
vulnerability that allows hackers to 
access Peloton’s bike screen and 
potentially spy on riders using its 
microphone and camera. Internet-
connected devices, whether they 
are bikes, computers or even 
refrigerators, are all susceptible to 
hacks. Ensure that you separate 
your work devices from the rest of 
your home network. 

Your home 
office is only as 
secure as your
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This could include DaaS + MFA 
SSO + Managed Threat Detection 
or XDR & CASB/DLP and regular 
penetration tests. This approach 

minimizes exposure and provides 
the ability to quickly and remotely 

rebuild user desktops.

Layered Next- 
Gen Security

Third party off site incremental 
back up twice a day and  

daily automatic snapshots 
of your environment ensures 
that you can recover from a 

ransomware attack.

Robust Backup  
& Recovery

Leveraging cloud applications for 
mail, anti-spam & archiving, voice 
& collaboration,  & CRM provides 

disparate locations of resources on 
a robust external platform that will 
remain “up” even if your network is 

compromised.

Cloud-First 
Strategy

Cybercrime rates skyrocketed as the world relied more and 
more on the internet during the pandemic. We saw a 600% 
rise in malicious emails and a 350% rise in phishing websites 
in the first quarter of the year.9 Complexity has increased with 
the need to develop additional corporate policy and standards 
to support home networks. Due to the changes to the security 
perimeter, you are facing greater risks of exposure. Ransomware 
attacks are escalating in frequency and cost, phishing and 
social engineering attacks are on the rise, and the SolarWinds 
hack highlighted supply chain and ecosystem vulnerabilities 
that most hadn’t even considered. A recent Proofpoint survey 
found that 64% of CIOs feel their organization is at risk of 

suffering a material cyberattack in the next 12 months.10 Over 
half of CISOs are more concerned about the repercussions of 
an attack in 2021 than they were in 2020. 

As we move forward, it is important to make thoughtful 
investments and understand how every dollar spent by IT can 
strengthen your organization’s security posture. This ranges far 
beyond traditional cybersecurity point solutions. As we have 
seen clients face ransomware and other cyber attacks over the 
past 18 months, below are some of the strategies that have 
worked well to maximize IT investment by improving security, 
resiliency, etc.

Is your technology security posture appropriate for how 
you are operating today and how you plan to operate 
going forward?   

Securing the  
New Perimeter

CONSIDERATION 03
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Know what you have.
Build a usable inventory list. Use tools like Windows 
management, patching, endpoint  protection, and 
spreadsheets to help identify systems, apps, cloud 
assets, vendors, and partners who are storing, 
processing, or handling your data.

Have a tested backup & DR plan.
Don’t forget cloud assets (M365)! Acquire and 
regularly test third-party offsite backup. Backups 
should be air-gapped from providers. If an MSP gets 
hit, there’s a strong possibility that both production 
and BU will be affected. Ensure MSPs are leveraging 
external solutions for protection.

Be an informed skeptic.
Develop and trust your gut. Leverage regular training 
and education tools to help inform staff.

Thoughtfully manage your identities.
Enable multi-factor protections and consider single 
sign on or team-based password management tools 
like LastPass or 1Password.

Keep current.
Regularly review accounts and disable or remove old, 
unused, or inactive ones. 

Monitor and limit access.
Zero-trust is the preferred way of limiting access. 
More traditional methods included network access 
controller and Active Directory profiles to limit access 
to sensitive information.

Security can be a team sport.
Thoughtfully deploy external help or managed 
services. Expanding your team can provide better 
monitoring and coverage options, scalability, as well 
as expanding your subject matter expertise.

Develop a risk management program.
Remember to communicate often, discuss realistic 
scenarios, and monitor resulting to-dos. Security 
discussions should be cross functional and not solely 
include IT or security.

Where to Focus
Cybersecurity can be overwhelming! Look to 
focus on the following tips to improve your 
security posture.
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How do you present this to the business? Before you spend more, ensure you maximize what you have first, then identify gaps 
and clearly articulate what you are looking to get out of an additional investment. Additional support, network, security products, 
and personnel to support new corporate standards aren’t free. Your CFO will need a financial summary of benefits to the organization 
with all costs included compared to current spends and cash flow. Include cash flow impact and supporting financial data; profit 
and loss statement impact; and balance sheet impact. Address timing by month, quarter, and year of savings and cash flow.

Maximizing Investment 
while Increasing Security

Profit & Loss
• A new solution may not directly impact the top line/revenue but can positively impact the bottom line/profits

• The benefits will be both short term (<12 months) and long term (>12 months). This will matter to the CFO for 
planning purposes.

• When can net cost reductions be guaranteed?

• Quantifying improved efficiency across all areas of the business can be difficult but should be noted in the financial 
model. Challenge the CFO to think about this in the meeting to get the thought process started.

Balance Sheet
• CAPEX considerations.

• Balance Sheet impact will be more important for major CAPEX and client financing projects.

• Our solutions reduce operational expense. Controlling or reducing operational expenses improves cash flow & EBIDTA.

Cash Flow
• When will you need to disburse cash?

• When will you realize reduced expenses and therefore reduced cash payment? How can the difference between the 
initial cash disbursement timing and the improved cash flow be shortened?

• What will be a CAPEX vs. an operating expense? What is the useful life for depreciation? Can a major CAPEX 
acquisition be financed? 

• What will be normal operating expenses and cash flow?
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Summary
The post pandemic workplace is still evolving as new 
pandemic strains cause return to office dates to push out. 
Flexibility and remote work is now the norm, and you should 
prepare accordingly. Optimize your technology stack to 
support a hybrid environment by focusing on user personas 
and deploying the right technology stack for each user type 
to support their role. Providing a consistent user experience 
regardless of location will increase user satisfaction 
and optimize IT resources. Meeting and communication 
platforms are converging, and providers are aggressively 
battling for market share right now. Take advantage of 
the current market to clarify your vision for the future and 
invest in technology that enables workforce efficiency and 
maximizes the return on your investment.

Cybercrime continues to escalate, and ransomware attacks 
are something every business needs to prepare for.  Ensure 
that every IT investment improves your security posture 
by focusing on robust backup and recovery, leveraging 
cloud-based applications and using a layered approach for 
security.

As you evaluate what you need going forward, take a hard 
look at all your costs to see if you can shift spend or identify 
savings. Prepare a financial summary of benefits to the 
organization with all costs included compared to current 
spends and cash flow or engage ARG to do this for you at 
no cost. There is no charge for ARG’s consulting and they 
will walk you through the below process.  

A Thoughtful Decision Process
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1. Why are we making a technology change? What are we looking to achieve and why? How will it 
enhance the organization’s cybersecurity posture?

2. Were we inclusive? Who was involved in the decision?

3. What process did we follow?

4. What are our requirements & measurement for success? What business value will we achieve?

5. What approaches did we consider? Roughly how much does each approach cost?

6. Did we look at everyone? How did the suppliers stack up?  

7. Are we getting the best deal? Cash flow? Net savings?

Gaining 
Organizational Support
To support the right solution for an organization, ARG helps clients prepare the presentation for all internal 
stakeholders. This presentation justifies the solution by thoroughly documenting the selection process. We 
prepare you to field questions from the board room, your leadership and your peers. You will be prepared to inform 
them with the detail they need to approve your recommendation:
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Contact ARG to finalize your 
return-to-office plan.

info@myarg.com www.myarg.com 703.770.2400
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